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Who gets access to what data, for
how long, and for what purpose? The
questions are age-old, but as the ways
of storing and sharing information in-
crease, so must the answers.

Unfortunately, the answer usually
requires multiple passwords for the
same employee and different access
rights for different employees—an ad-
ministrative burden for technology de-
partments that already are stretched
thin. Spread those access rights across
350 data stores (an average for large
companies, according to a Meta Group
survey) and throw in the goal of ex-
tending access to customers and other
outsiders, and you’ve got trouble.

A year ago, industry analyst firm the
Burton Group coined the term “identi-
ty management” to describe the grow-
ing list of issues companies were facing:
How do you best authorize or permit
access to data that may be spread across

thousands of applications and databas-
es? How do you authenticate or control
that access? And how do you provision
or automate access so that employees,
customers and partners can be easily
added and deleted?

No single piece of software answers
all of these questions. Instead, profes-
sional services firms are creating their
own packages out of the parts that do
exist. PricewaterhouseCoopers (PwC),
for example, is doing this with the help
of Oblix, BMC Software, Access360,
Netegrity and Sun’s iPlanet.

The technology industry is also ad-
dressing how identities will be managed
between networks. Proposals for how
to share a single identity among differ-
ent companies are emerging from Sun,
IBM, Microsoft and others. Security
Assertions Markup Language (SAML),
for example, aims to let Web sites ex-
change sign-on information.

Companies may agree with identi-
ty management as part of a larger secu-
rity initiative, but how extensive the
investment needs to be is up for de-
bate. Jeffrey Kovach, senior manager in
PwC’s Security and Privacy practice,
says that a partial solution like single
sign-on may be a manageable first step
for most companies. “It’s still easier to
develop a business case from softer
value versus hard-dollar savings,” he
says. “How much is it worth to an or-
ganization to have a holistic security
approach?” (PwC, with help from Meta
Group, wants to answer that question;
see chart, below).

And return on investment can be
long in coming. IBM Vice President
Arvind Krishna says that although cus-
tomers can be running and showing
some return on its Tivoli software in
three to six months, a one- to two-year
business case may be more realistic. �
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CALCULATING RETURN
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Given today’s budgets, asking for cash to clean up employee profiles and consolidate customer lists may seem a bit impudent. But the
administrative savings alone make identity management a serious candidate for funding, according to a recent study: If a 10,000-
employee company automated password-resetting alone, help-desk calls can drop by one-third and the firm could save $648,000 each
year. “And there are many more efficiencies to take into account,” says Robert Johnson, a vice president at Meta Group Consulting.
Those projections come from a survey conducted by Meta Group Consulting as part of an engagement to build an identity manage-
ment ROI calculator for PricewaterhouseCoopers. The survey of 420 companies with annual revenues of $500M or greater asked busi-
ness and technology executives to estimate their potential savings from identity management. Get an idea of your own costs by filling
in Baseline’s sample table, below, or visit WWW.BASELINEMAG.COM/IDM to calculate them online. —REGINA KWON

* ACCORDING TO METRICNET, A META GROUP SUBSIDIARY
SOURCES: META GROUP CONSULTING, PRICEWATERHOUSECOOPERS LLP

TOOL: What Price, Identity Management?

SURVEY
AVERAGE

YOUR
COMPANY

516 15% 35% 78* 2,080 $4,395,082

Number of 
technology staff
Full-timers,
whether employ-
ees or contract
workers

Percent of tech
staff involved 
in administering 
identity 
management 

Percent of
those workers’
time that is 
dedicated to
identity 
management

Hours worked
in a year Based
on a 40-hour
workweek

Yearly cost 
of identity 
management

Hourly wage
Fully burdened
cost of an em-
ployee is usually
1.25 to 1.3 times
the base rate

x x =xx
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