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The Information Systems Audit and Control Association


With more than 23,000 members in over 100 countries, the Information Systems Audit and Control Association® (ISACA™) is a recognized global leader in IT governance, control and assurance. Founded in 1969, ISACA sponsors international conferences, administers the globally respected CISA® (Certified Information Systems Auditor™) designation earned by more than 25,000 professionals worldwide, and develops globally applicable information systems (IS) auditing and control standards. An affiliated foundation undertakes the leading-edge research in support of the profession. The IT Governance Institute, established by the association and foundation in 1998, is designed to be a "think tank" offering presentations at both ISACA and non-ISACA conferences, publications and electronic resources for greater understanding of the roles and relationship between IT and enterprise governance.





Purpose of These Audit Programs and Internal Control Questionnaires


One of the goals of ISACA’s Education Board is to ensure that educational products developed by ISACA support member and industry information needs. Responding to member requests for useful audit programs, the Education Board has recently released audit programs and internal control questionnaires on various topics for member use through the member-only web site and K-NET. These products are intended to provide a basis for audit work. 


E-business audit programs and internal control questionnaires were developed from material recently released in ISACA’s e-Commerce Security Technical Reference Series. These technical reference guides were developed by Deloitte & Touche and ISACA’s Research Board and are recommended for use with these audit programs and internal control questionnaires. 


Audit programs and internal questionnaires on other subjects were developed by ISACA volunteers and reviewed and edited by the Education Board. The Education Board cautions users not to consider these audit programs and internal control questionnaires to be all-inclusive or applicable to all organizations. They should be used as a starting point to build upon based on an organization’s constraints, policies, practices and operational environment.








Disclaimer


The topics developed for these Audit Programs and Internal Control Questionnaires have been prepared for the professional development of ISACA members and others in the IS Audit and Control community.   Although we trust that they will be useful for that purpose, ISACA cannot warrant that the use of this material would be adequate to discharge the legal or professional liability of members in the conduct of their practices.
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Project Management Controls


�
Procedure Step:


Project Management	�
�
Comments:�
�
�
Details/Test:


Determine if the project has an established project team, including a leader from Information Technology project area.


Is there a project steering committee and high-level sponsor who exercise control over the project?  


Is the appropriate level of management involved in the project?


Does the project team have the level of authority to make the decisions concerning the project?


Does the project team have the appropriate level of expertise? 


In the technical (computer) area, and business area? 


In particular do they have a successful track record with the specific development environment and software to be used in this project, especially if it is new technology


Does the project team include members from the user areas  (all affected departments) as well as systems development, vendors, computer operations, audit, legal, compliance and all other appropriate areas? (The project team should be a team of IT and Users experts, developing the system, at least for a large project. One would also expect the project team to report to a Steering committee, chaired by a senior level user.  The Steering Committee, should among other things, be looking very carefully to see that regular milestones were included in the project plan. It is expected that reports from, and discussions with the project team manager on the achievements against these milestones.)   


Is there a documented tested methodology that will be used for the project?


Determine if a business justification has been generated and approved by the client management. 


Does the request include documentation of the expected benefits to be achieved?
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Project Management Controls�
Procedure Step:


Feasibility Study/Plan	�
�
Comments:�
�
�
Details/Test:


Determine if a project feasibility study has been written and approved by client management and the IS department.


Does the study detail the scope of the project?


Is a project management plan included?


Has a project budget been included? 


Does the budget appear realistic?


Has the appropriate level of management reviewed and approved the study?


What provisions, if any, have been made for overruns, delays, and changes? 


Determine if the project team has an established project plan. 


Is the plan written down?


Do the time frames appear realistic?


Are the critical phases determined?               


Does the plan require management/user approval at specified points?


Can the project be canceled at early enough points?


Has the plan addressed key risks in the project, are risk mitigation strategies in place and is there an ongoing process to update and review the risk register?


Determine if the project plan included all the required phases of project development, including test phase, training for users, conversion, and implementation.


Does it cover all applications and areas concerned?


Does it cover all vendors?


Does it cover all interfaces to/from the application?


Does everyone involved in the project understand their level of involvement, roles, and responsibilities?


Does it cover hardware and software additions, deletions or changes?


Determine if the project plan was followed and any deviations documented, including extensions of the schedule.


Are all deviations documented?


Are all extensions approved by the project team and management?


Are all relevant parties notified of any extensions or changes to the project plan?


Determine if the business proposal/contract for the system included all relevant information, including:


Reasons for the project


Scope of the project


Constraints of the project (financial, human, physical and software)


Costs and benefits of the project


Plans and schedules


User requirements


Expansion, growth and scalability�
�



�


Systems Development Life Cycle (SDLC)


Audit Program and ICQ





SDLC Activity


�
Procedure Step:


Design	�
�
Comments:�
�
�
Details/Test:


Determine if the design of the system is thoroughly documented.


Are regular design sessions scheduled?


Are all areas covered for each application interfacing with the new system?


If this design is for a complete replacement of an existing system is the old system documented and understood?      


Are the specifications documented?


Data files


Interfaces


Procedures


Screens


Reports


Documents


Are all existing and required accounts, products, and services known and documented?


Determine if detailed user requirements have been developed.


Are calculations, formulas used?


Are report specifications and frequency included?


Is system response time included?


Have the security requirements been documented?


Has the operating environment for the new system been documented?
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SDLC Activity


�
Procedure Step:


Training Plan	�
�
Comments:�
�
�
Details/Test:


Determine if a training plan was developed and is in writing.


Determine that the training plan contains data entry training, backup, user operations, balancing, and reconciliation.


Are all aspects of the system covered:


Data entry


Backups


Management reporting


Disaster recovery


User operations


Computer operators


Balancing and reconciliation's


Does the training include vendor techniques?


Review the training plan to determine if training will be completed prior to implementation of the system.


Will critical personnel be trained early in the training?


Will the most critical employees be trained first?


Will there be staff trained to train others?


Are differences in account handling noted for training?


Determine who will be trained - management staff, entry clerks, etc.


Will there be several levels of training: Management reporting, data entry clerks, supervisory?


Will all appropriate levels of staff be trained?


Will there be technical training for operators?


Will training be mandatory rather than optional - pressure of “real” work can often be used as a reason not to attend training?


Will there be any test at the end so that trainees can prove their competence to operate the new system, and the effectiveness of the training methods can be ascertained?


Is there a procedure to ensure future new starters will be trained?  


If the system is to be used by individuals outside of the company how will training or instructions be provided so that they can make effective use of the system?
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SDLC Activity�
Procedure Step:


Testing	�
�
Comments:�
�
�
Details/Test:


Determine if the project team had developed a test plan.


Has the test plan been written?


Will there be system and acceptance tests?


Are the users included in the testing?


Determine if all aspects of the system will be tested, as outlined in the detail requirements, including, but not limited to:


Data entry


Editing


Reports


Calculations


Error reporting


Interfaces with other systems


Network communications


Print handling


Are all critical functions tested?


Are all existing capabilities tested?


Are all changes tested?


Determine when testing will take place and ensure it will be completed prior to implementation. 


Does the test plan allow for retesting of errors and changes?


Determine if a parallel test will be run. Have the criteria for the termination of the parallel run been identified?


Determine if period-end, month-end, quarter-end, and year-end tests will be run, if needed.  If there are period-end, month-end, quarter-end, and year-end processing, then these tests should be run.


Determine if volume and/or stress testing will be done.


Volume testing should include a "normal" processing day's transactions as well as a high-volume day's transactions, printing, etc.


Stress testing should include a more than normal or high-volume transaction testing as well as printing, etc. The stress test should try to "overload" the system. Stress testing should also test system response time in this situation.


�
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SDLC Activity�
Procedure Step:


Test Procedures	�
�
Comments:�
�
�
Details/Test:


Determine if test data have been prepared. Does this include all possible conditions, including errors?


Have test scripts been prepared?


Have the test files been defined?


Are the data files synchronized?


Are the detail steps for the tests defined?


Determine if there are procedures developed to evaluate the test results.


Have predetermined results been set up in advance?


Is there a problem resolution scheme and logging procedure?


Is the logging and problem resolution consistent with other implementations?


Are the users included in the testing and evaluation of the results?


Determine if the expected test results have been defined prior to actual testing.


The test scripts should include all expected test results.


Have procedures been developed to monitor test results?


Determine if there has been a problem resolution procedure designed for those tests not meeting the expected results.


Are unexpected test results logged and monitored?


�
�






SDLC Activity


�
Procedure Step:


Monitoring of Results	�
�
Comments:�
�
�
Details/Test:


Determine if there was user acceptance of the final test results.


Have standards for the final acceptance test been established?


Has the user department management reviewed the system performance and approved of the results?


Has the user department identified any inefficiency in the system?


Can these be corrected? Is so; will they be prior to system implementation?


Review the test results and determine if there are unexpected results. 


Are unexpected test results evaluated to determine the reasons for the variance?


Determine the follow-up on those unexpected results.


Are program corrections made if needed?


Are the problems retested after correction?


Follow those unexpected results deemed of a critical nature to ensure adequate resolution.


Determine if those tests with unexpected results were adequately retested after correction to the program, etc. All results that deviated from the expected should be retested.


�
�
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SDLC Activity�
Procedure Step:


Systems Conversion Plans	�
�
Comments:�
�
�
Details/Test:


Obtain and review the conversion plan.


Is the conversion plan written?


Is the data conversion approach defined?


     - Full conversion


     - "Shell accounts" and update later


     - Interim and "bridge" process


     - Combination


Is a fallback approach defined?


Have management and user departments approved the plan?


Are all source systems identified?


Are all components identified?


Determine if conversion will be manual or automated. 


Determine if the conversion rules and rationale are documented, and determine if they appear reasonable. Manual involves manual records input to the system; automated is from one automated system to another.


 If a manual conversion:


Are there plans for verification of the data input?


Will there be enough staff available for conversion?


Are there procedures developed for balancing?


     - Number of records


     - Dollar totals


If an automated conversion


Are the needed files identified?


Are all fields identified and mapped to the new system?


Are the appropriate operations staffs available?


Will the conversion occur during normal processing?


What are the procedures for balancing?


        - Run-to-run totals


        - Before and after file compares


Determine if there will be a parallel run prior to actual conversion. 


Ensure the results of the parallel run will be reviewed prior to the actual conversion.


Were the results of the parallel run consistent with expectations?


Have all problems encountered in the parallel been resolved prior to full conversion?


�
�
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SDLC Activity


�
Procedure Step:


Turnover Plans	�
�
Comments:�
�
�
Details/Test:


Determine if the implementation of the system was adequately planned.


Determine if there is a written implementation plan in place.


Does the plan include responsibilities for all areas involved?


Determine if there is a problem resolution scheme in place for the installation/ conversion phase.


Is there a "help" desk and personnel available?


Is the vendor or programmer(s) available for problem resolution?


After installation and "shake-out," is the maintenance staff ready and able to take over?


Do the users know where to go to get help?


Determine if there is a backout plan included.


Does the backout plan define when the backout would be invoked?


Does the backout plan include procedures necessary to re-implement the old system, if needed?


Does the backout plan require approval from management prior to implementation of the backout?


Does the backout include procedures for all affected areas?


Does the backout plan include a means to notify all areas/ users that the installation failed?


Determine if all software required for the successful implementation has been written (if coded in-house) or obtained from the vendor.


Determine if all required Job Control Language (JCL) and computer operations procedures have been written and included.
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SDLC Activity�
Procedure Step:


Physical Component Plans	�
�
Comments:�
�
�
Details/Test:


Determine if there was a problem resolution scheme for the installation phase.


Is there a "help" desk and personnel available?


Is the vendor available for problem resolution?


After installation, is the maintenance staff ready and able to take over?


Do users know how to get help when the installation team leaves?


Determine if there is a written plan and schedule for hardware installation.


Does the plan include an installation schedule?


Does the plan appear reasonable?


Will all components be installed prior to the scheduled implementation?


Have there been contingency plans developed?


Determine if the equipment has been ordered in time for installation prior to implementation. 


Is there a contingency plan developed in case of delays?


Determine if any required changes to the site have been made for completion prior to implementation.


Determine if the equipment and hardware were delivered and set up as required.


Are the serial numbers and descriptions recorded?


Is the inventory list updated?


Are there inspection reports?


Was the equipment tested when installed?


Was there a sign-off of acceptance by the user departments?


Was the user department notified of the installation date?


Determine if all required components have been identified, including computer (PC, micro, mini, etc.), printer, modems, etc.


Is the equipment ordered within the established project budget?


Were all vendors considered?


       - Terminal vendor


       - Modem vendor


       - Phone company


       - Electricians


       - Carpenters/construction


Has the site been reviewed recently?


Are current floor plans available?


Are there facility changes planned?


Are all needed other equipment considered?


       - Desks


       - Tables


       - Cables


       - Counters


       - Other machines (adding machines, fax, etc.)


Determine if the site has been reviewed thoroughly to determine the physical layout of the installation of the hardware.


Are all design changes made?


Were all wires pulled and connectors installed?


Were all telephone lines installed?�
�
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