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The Information Systems Audit and Control Association 


With more than 23,000 members in over 100 countries, the Information Systems Audit and Control Association® (ISACA™) is a recognized global leader in IT governance, control and assurance. Founded in 1969, ISACA sponsors international conferences, administers the globally respected CISA® (Certified Information Systems Auditor™) designation earned by more than 25,000 professionals worldwide, and develops globally applicable information systems (IS) auditing and control standards. An affiliated foundation undertakes the leading-edge research in support of the profession. The IT Governance Institute, established by the association and foundation in 1998, is designed to be a "think tank" offering presentations at both ISACA and non-ISACA conferences, publications and electronic resources for greater understanding of the roles and relationship between IT and enterprise governance.





Purpose of These Audit Programs and Internal Control Questionnaires


One of the goals of ISACA’s Education Board is to ensure that educational products developed by ISACA support member and industry information needs. Responding to member requests for useful audit programs, the Education Board has recently released audit programs and internal control questionnaires on various topics for member use through the member-only web site and K-NET. These products are intended to provide a basis for audit work. 


E-business audit programs and internal control questionnaires were developed from material recently released in ISACA’s e-Commerce Security Technical Reference Series. These technical reference guides were developed by Deloitte & Touche and ISACA’s Research Board and are recommended for use with these audit programs and internal control questionnaires. 


Audit programs and internal questionnaires on other subjects were developed by ISACA volunteers and reviewed and edited by the Education Board. The Education Board cautions users not to consider these audit programs and internal control questionnaires to be all-inclusive or applicable to all organizations. They should be used as a starting point to build upon based on an organization’s constraints, policies, practices and operational environment.








Disclaimer


The topics developed for these Audit Programs and Internal Control Questionnaires have been prepared for the professional development of ISACA members and others in the IS Audit and Control community.   Although we trust that they will be useful for that purpose, ISACA cannot warrant that the use of this material would be adequate to discharge the legal or professional liability of members in the conduct of their practices.
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General Process


�
Procedure Step:


Review	�
�
Comments:�
�
�
Details/Test:


Through interviews:


Chart the processes in place to determine 


Who prioritizes and justifies changes


How user requests are assigned to programmers


How testing is performed


Who approves changes


How edited or new programs are put into production, etc.


Determine that adequate guidelines are established to instruct programming personnel in their duties.


�
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Specific Process


�
Procedure Step:


Completeness	�
�
Comments:�
�
�
Details/Test:


Determine the completeness of changes and that the control ensure:


All requests for system amendment are considered for action. 


That the filtering procedures include processes to cost the changes


Verify that business benefit exceeds cost (or that the change is mandatory for other reasons)


All approved requests are implemented on a timely basis.


�
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Specific Process


�
Procedure Step:


Validity of changes	�
�
Comments:�
�
�
Details/Test:


Determine the validity of changes. 


If modifications are made to existing programs during the year, are there adequate procedures to ensure that systems, operations, and clerical documentation are properly updated. This should be thoroughly covered in the written change control procedures.
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Specific Process�
Procedure Step:


Adequate involvement	�
�
Comments:�
�
�
Details/Test:


Is there adequate involvement in and approval of system modifications by:


Users, to ensure the modifications are appropriate?


Relevant IT personnel?


Other (i.e., quality assurance - In the UK BS7799 - a computer security standard would also involve data owners and system controllers)? 


�
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Specific Process


�
Procedure Step:


Access control	�
�
Comments:�
�
�
Details/Test:


Determine:


Which programs can the programmer examine?


Which programs can the programmer change?


Who else can examine or change programs?


Who can implement a change into production? 





There needs to be strong control in this area to prevent fraud or error.  Detailed change control procedures should be in writing, and maintained up-to-date.  In the specific are of programmers making changes, this should only be allowed in a specifically designated development area.  Programmers should not be able to make changes to live production programs.  The procedures should be very strong on testing changes in the development area, independently of the programmer who made the change, and should be equally strong on controlling how amended and tested programs are subsequently put into production.  This is critical.�
�






Specific Process


�
Procedure Step:


Emergency changes	�
�
Comments:�
�
�
Details/Test:


Review what procedures are in place for emergency changes. There needs to be a good balance between control and keeping the business running. For out-of-hours emergencies, controls may include one time emergency password, retained by the shift manager.


�
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Specific Process


�
Procedure Step:


One-time changes	�
�
Comments:�
�
�
Details/Test:


Review what procedures are in place for one-time changes (i.e., correction of a record, etc.) Powerful utilities (e.g. may go straight in and amend database records).  These need to strongly controlled, with carefully limited access.  Possibly some sort of “dual control” via access control passwords – (i.e. needs two people to be involved, not just one) may be appropriate if business critical systems are involved.  


�
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System Testing


�
Procedure Step:


Review	�
�
Comments:�
�
�
Details/Test:


If modifications are made to existing systems during the year, are there controls to ensure that modifications are properly tested?


Are the testing procedures performed or checked by persons other than those involved in writing the programs?


Are these persons sufficiently knowledgeable and trained in testing procedures?


Is there a requirement for a predetermined standard of testing?


Is evidence kept of test results and conclusions?   


Are there adequate controls to prevent production files from being used in testing?


Are there testing procedures adequate to prevent any unauthorized coding from being inserted into programs during their modifications?


Is there a structured approach to testing based on the use of test plans? 


The testing process should entail exhaustive checking of the individual programs and of the entire system. 


The testing should ensure that the system will process valid data correctly but reject invalid data


Appropriate documented test plans should be developed to assist testing. These should include test cases / scenarios, test conditions, expected test results and test criteria.  


Test plans should be in sufficient detail to enable comprehensive testing to be undertaken.  


Actual test results test results should be documented and compared against expected results.  Any discrepancies should be highlighted for further investigation and if necessary, the appropriate program changes should be made and re-tested.   


Test plans should be signed-off by IT management and retained for audit review to provide evidence of the scope of testing carried out. 


If packages are being tested, evidence should be obtained from the vendor that adequate tests have been performed prior to the acquisition. 


Is there adequate supervision and segregation of testing activities?


An appropriate level of supervision should be carried out (e.g. by senior staff approving test plans and reviewing test results).  


Where feasible, program and systems testing should be undertaken by different members of the IT department. 


The possibility of using different staff to write and test individual programs should also be considered.


Are all interfaces adequately tested?


It is probable that any new system will not operate in isolation, but will either take data from or pass data to other systems.  


It is important that all inbound and outbound interfaces are fully tested to ensure that problems do not arise in the new system or the interfacing systems.


Note: The crucial area of making amended programs live is not specifically covered  - it needs to be! �
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User Acceptance Testing�
Procedure Step:


Review	�
�
Comments:�
�
�
Details/Test:


Is user acceptance testing carried out in an appropriate environment, isolated from the production system?


A dedicated QA environment should be available to allow user acceptance testing to be undertaken.  


The QA environment should adequately reflect the production environment (i.e. same hardware, operating system and database management system).


Access to the QA environment should be restricted to authorized people.


Is adequate consideration given to the setting up of test data?


Extensive test data should be prepared in advance to represent real business transactions.  


Users from the business functions affected by the new system should be involved in the setting up of test data. 


It is likely that the test data will have to be entered manually, but the feasibility of copying test data from an existing operational system should be considered.  If this is possible, management should seek separate authorization each time live data is copied to the test area. 


Access control software should be used to protect test data against unauthorized disclosure or amendment.  Production data that is used for testing purposes should be erased on completion of testing.


Is there a structured approach to testing based on the use of test plans?


The testing process should concentrate on ensuring that the system processes real data correctly.  Testing should cover the full range of functionality within the system to enable the users to satisfy themselves that their requirements have been correctly implemented.  


Regular and irregular events (e.g. month-end or year-end procedures) should be fully tested.  Note: it is not the users’ responsibility to re-perform all the logic testing in order to try and “break the system”.    


If a package is being tested, it is important that all customized or user written code is thoroughly checked.  


Appropriate documented test plans should be developed to assist testing.  These should include test cases / scenarios, test conditions, expected test results and success criteria. 


 Test plans should be in sufficient detail to enable comprehensive testing to be undertaken.  Plans may also indicate the name of the person or department responsible for each test.  


Actual test results should be documented and compared against expected results.  Any discrepancies should be highlighted for further investigation and if necessary, the appropriate program changes should be made and re-tested.


Is parallel testing carried out where practical?


Parallel testing involves running the new system in parallel with the existing system and comparing the results obtained from both systems in order to identify and investigate differences.  It should be carried out where possible because it provides the best method of thoroughly testing the new system.


Parallel testing may not be feasible if there are major differences between the two systems and it is not possible to make meaningful comparisons.  Also, parallel testing requires extra user resource levels, which may not be available. 


It is important to ensure that any period of parallel testing is sufficient to cover the full cycle of the system (e.g. weekly and monthly routines).�
�
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�
Details/Test (continued):


Are appropriate members of the user community adequately involved in the testing process?


Representatives from all user functions directly affected by the system should be involved in the testing.  


It is probable that any new system will not operate in isolation, but will either take data from or pass data to other systems.  It is equally important that users of any interfacing systems are appropriately involved in the testing process.


Measures should be taken to ensure that users are available to carry out testing activities at the required times.


Is volume testing carried out?


The system should be tested under full load conditions to ensure that it will perform adequately in the operational environment. 


Checks should be carried out to ensure that the system performs as expected in terms of response times under a volume load.


Is there an issue management procedure for handling problems identified from user acceptance testing?


There should be a documented process for managing problems and issues arising from user acceptance testing.  This should allow all problems and issues to be properly recorded, prioritized and escalated for action.  The process should also require any changes to be re-tested before acceptance.


Is a user acceptance testing sign-off procedure in place?


User management should sign-off an acceptance certificate when the testing has been completed to their satisfaction and all identified problems have been corrected.�
�









Testing Environment


�
Procedure Step:


Review	�
�
Comments:�
�



�
Details/Test:


Is IT testing carried out in an appropriate environment, isolated from the production system? 


Is access to the test environment adequately restricted to only authorized individuals?


Is the test environment restricted such that testing tools and applications cannot get to the production environment?


Is adequate consideration given to the setting up of the test data? 


The appropriate type and quantity of test data should be prepared in advance to allow extensive program and system testing to be undertaken. 


Samples of bad data should also be prepared.


Does the test environment provide an adequate representation of the production environment?  





�
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Backup and Recovery


�
Procedure Step:


Review	�
�
Comments:�
�
�
Details/Test:


Programs taken into production are also copied and stored such that the current, authorized versions will be used as the basis for future maintenance and disaster recovery. 


Written change control procedures should include adequate program naming conventions and version control procedures.  


Audit may wish to keep independent copies of key production programs, and test on a random basis that no unauthorized changes have been made. However this should not substitute for a sound change control procedure 


Operations regularly backs up production program libraries, together with a record of changes made between back-ups.


Are there controls to ensure the proper recoverability of program libraries should a failure occur and that the recovery process introduces no errors?


Are there procedures in place to consider the impact of the change on other applications or to determine the need for the upgrading of software?
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